12/16/25, 1:40 PM Pwno Mail - Stack overflow in drawvg parser on deeply nested scripts (commit 016d767c8e9d6¢c8b3a445bb573cd07a07912a671)

Ruikai Peng <ruikai@pwno.io>
‘Fwno g sllel@

Stack overflow in drawvg parser on deeply nested scripts (commit
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Ruikai Peng <ruikai@pwno.io> Mon, Dec 8, 2025 at 12:33 PM
To: ffmpeg-security@ffmpeg.org

Hi ffmpeg-security team,

I’'m reporting a stack-overflow DoS in the new drawvg filter introduced in commit 016d767c8e9d6c8b3a445bb573cd07
a07912a671. The VGS parser recurses unboundedly when handling nested block parameters (if, repeat, proc) in
PARAM_SUBPROGRAM (libavfilter/vf_drawvg.c). There is no recursion-depth limit, so deeply nested scripts exhaust the
stack during filter initialization.

Repro (x86_64, ASan build at that commit):

1. Generate a nested script (50,000 levels), e.g. /tmp/drawvg-stack.vgs:
repeat 1 {repeat1{...}} // 50,000 nested “repeat 1 {"

MOO

2. Run:

/ffmpeg -hide_banner -loglevel debug -f lavfi -i color=black:s=2x2:d=1\
-vf "drawvg=file=/tmp/drawvg-stack.vgs" -f null -

5862==ERROR TessSanitd sta 0x7ffceT959FF8 (pc Bx5bbbf34493h5 bp 0x0B000800001e sp Bx7fTce795a000 T9)
<empty STa

MMARY : Addre

Result: immediate crash with AddressSanitizer stack overflow in vgs_parse (recursive descent through
PARAM_SUBPROGRAM).

Impact: denial of service from malicious VGS scripts (inline or file-based) before any video processing occurs.

We attached a patch (as a recommendation) that we have validated, by implementing

a VGS_MAX_RECURSION_DEPTH (1024). Feel free to review it and send us improvement advice to fit best with
FFmpeg's styling & philosophy.

Best,
Pwno OSS Team
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