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Heap OOB write in libsvtjpegxs decoder, chunk mode, from 08db85015977

Ruikai Peng <ruikai@pwno.io> Sun, Dec 14, 2025 at 12:06 PM
To: ffmpeg-security@ffmpeg.org

ffmpeg-security team,

I'd like to report a heap out-of-bounds write in the libsvtjpegxs decoder (libavcodec/libsvtjpegxsdec.c) introduced in
commit 08db85015977af1dbcf3feb9597f36b377bfcfe5 (“avcodec: add JPEG-XS decoder and encoder using
libsvtjpegxs”). The bug is still present on current master (tested at b802eeabff).

- In chunk decoding mode (avpkt->size < frame_size), the decoder accumulates payload in bitstream_buffer and
advances buffer_filled_len.

- When libsvtjpegxs returns an error (SvtJxsError* are positive) after the buffer has reached/exceeded frame_size, the
FFmpeg wrapper returns that positive error directly from the decode callback. FFmpeg treats any non-negative return as
“bytes consumed” and keeps calling the decoder.

- On the next packet, buffer_filled_len remains > frame_size. The code sets bitstream_addr = bitstream_buffer +
buffer_filled_len and then:

if ((bytes_to_copy + buffer_filled_len) > frame_size)
bytes _to_copy = frame_size - buffer_filled_len; // underflows when buffer_filled_len > frame_size
memcpy(bitstream_addr, avpkt->data, bytes_to_copy);

Because buffer_filled_len > frame_size and both are unsigned, frame_size - buffer_filled_len wraps to a large value,
leading to a heap OOB write (and OOB read from avpkt->data).

- Repro (ASAN build, master b802eeabff)
1. Build SVT-JPEG-XS 0.10.0 (shared) and rebuild FFmpeg with ASAN + --enable-libsvtjpegxs:

PKG_CONFIG_PATH=/usr/local/lib/pkgconfig ./configure --cc=clang \
--extra-cflags='-fsanitize=address -g' --extra-ldflags="-fsanitize=address’ \
--disable-stripping --disable-optimizations --enable-libsvijpegxs

make -j$(nproc)

2. Generate a small valid JPEG-XS stream and split into chunks so the decoder sees multiple packets:

- valid stream: 64x64 yuv420p 8-bit -> sample.jxs
- chunks: chunk1 = first 400 bytes of sample.jxs; chunk2 = 2500 zero bytes; chunk3 = 1 byte Oxff
- concat script (chunks.ffconcat):

ffconcat version 1.0

file chunk1.jxs

duration 0.04

file chunk2.jxs

duration 0.04

file chunk3.jxs

duration 0.04

3. Run with ASAN:
LD LIBRARY_PATH=/ust/local/lib ASAN_OPTIONS=detect leaks=0\
/ffmpeg -v debug -safe 0 -protocol_whitelist file \
-f concat -i chunks.ffconcat \
-c:v libsvtjpegxs -f null -
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ASAN crash:
- AddressSanitizer: negative-size-param in memcpy
- libavcodec/libsvtjpegxsdec.c:161 (bytes_to_copy = frame_size - buffer_filled_len; memcpy with wrapped length)

- Stack shows libsvtjpegxs returning a positive error (-2147471359), FFmpeg continues, and the next packet triggers the
underflow/OOB.

Heap OOB write/read in FFmpeg-owned code, reachable with crafted fragmented JPEG-XS input when libsvtjpegxs
reports an error after filling the buffer.

| will draft a PR after review

Thanks,
- Ruikai Peng
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