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ffmpeg-security team,

I’m reporting a reachable heap out-of-bounds write in the MPEG-TS demuxer’s JPEG‑XS handling. It is present on current
origin/master (b802eeabff59b3c95dd3efc411253db9b1a558f0) and was introduced by commit
536475ea058245e71f5c2e7f3d5c39b0cad465e5 (“avformat/mpegts: add support for JPEG-XS streams”).

Vulnerable code (libavformat/mpegts.c:new_pes_packet):
  // JPEG-XS PES payload
  if (pes->stream_id == 0xbd && pes->stream_type == 0x32 &&
      pkt->size >= 8 && memcmp(pkt->data + 4, "jxes", 4) == 0)
  {
      uint32_t header_size = AV_RB32(pkt->data);
      pkt->data += header_size;
      pkt->size -= header_size;
  }

memset(pkt->data + pkt->size, 0, AV_INPUT_BUFFER_PADDING_SIZE);

header_size comes from the PES payload and is never bounds-checked against pkt->size. If header_size > pkt->size,
pkt->data is advanced past the buffer and pkt->size underflows/overflows, so the trailing memset writes to an attacker-
controlled address, causing a crash (and potentially corruption).

Reproduction (ASan):
- Build with ASan (clang), no special options beyond --enable-debug=3 --disable-optimizations --extra-cflags='-fsanitize=
address -fno-omit-frame-pointer' --extra-
    ldflags='-fsanitize=address'.
- PoC: minimal TS with PAT/PMT (stream_type 0x32) and a PES on PID 0x101 with stream_id = 0xbd, payload starting
with AV_RB32 = 0xFFFFFF00 followed by "jxes", then a second
    PES to flush.
  - Command:
  ASAN_OPTIONS=halt_on_error=1:detect_leaks=0 ./ffmpeg -loglevel debug -nostdin \
    -i poc-jpegxs.ts -copy_unknown -map 0 -c copy -f null /dev/null
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- ASan result: SIGSEGV in __asan_memset from new_pes_packet at libavformat/mpegts.c:1042. Backtrace shows
new_pes_packet -> mpegts_push_data -> handle_packet -> mpegts_read_packet -> avformat_find_stream_info.

Root cause: missing bounds check on header_size before adjusting pkt->data/pkt->size. A simple fix would be to
reject/mark corrupt when header_size > pkt->size (or header_size > pkt->size - AV_INPUT_BUFFER_PADDING_SIZE)
before pointer/size adjustment.

I will write a patch

Thanks,
- Ruikai Peng
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