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Heap OOB write in MPEG-TS JPEG-XS PES parsing (libavformat/mpegts.c)
introduced by 536475ea058245e71f5c2e7f3d5¢c39b0cad465e5

Ruikai Peng <ruikai@pwno.io> Sun, Dec 14, 2025 at 10:14 AM
To: ffmpeg-security@ffmpeg.org

ffmpeg-security team,

I’'m reporting a reachable heap out-of-bounds write in the MPEG-TS demuxer’s JPEG-XS handling. It is present on current
origin/master (b802eeabff59b3c95dd3efc411253db9b1a558f0) and was introduced by commit
536475ea058245e71f5¢c2e7f3d5¢c39b0cad465e5 (“avformat/mpegts: add support for JPEG-XS streams”).

Vulnerable code (libavformat/mpegts.c:new_pes_packet):
// JPEG-XS PES payload
if (pes->stream_id == Oxbd && pes->stream_type == 0x32 &&
pkt->size >= 8 && memcmp(pkt->data + 4, "jxes", 4) == 0)

uint32_t header_size = AV_RB32(pkt->data);
pkt->data += header_size;
pkt->size -= header_size;

}
memset(pkt->data + pkt->size, 0, AV_INPUT_BUFFER_PADDING_SIZE);

header_size comes from the PES payload and is never bounds-checked against pkt->size. If header_size > pkt->size,
pkt->data is advanced past the buffer and pkt->size underflows/overflows, so the trailing memset writes to an attacker-
controlled address, causing a crash (and potentially corruption).

Reproduction (ASan):
- Build with ASan (clang), no special options beyond --enable-debug=3 --disable-optimizations --extra-cflags='-fsanitize=
address -fno-omit-frame-pointer' --extra-
Idflags="-fsanitize=address'.
- PoC: minimal TS with PAT/PMT (stream_type 0x32) and a PES on PID 0x101 with stream_id = Oxbd, payload starting
with AV_RB32 = OxFFFFFFOQO followed by "jxes", then a second
PES to flush.
- Command:
ASAN_OPTIONS=halt_on_error=1:detect_leaks=0 ./ffmpeg -loglevel debug -nostdin \
-i poc-jpegxs.ts -copy_unknown -map 0 -c copy -f null /dev/null
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#0 Ox741dTc580480 in

ox74iefbed78af (po OXT41dfc589460 bp Ox7Tfr6de0930 sp OX7TfTEdeddots TO}

avx2_unaligned_erms string/../sysdeps/x86_64/multiazch/memset-vec-unaligned-ems.5:178
#1 @x66ebcdedfbbe et (/repo/FFmpeg-asan/ffmpeg+@x5d3bbe) (BuildIc 'e1bd63424c71d6c2beBd3decSeed3bdbE46861d)
#2 0x55ebc216a795 in new_pes_packet /repo/FFmpeg-asan/libavformat/mpegts.c:1042:

#3 0x556bc2165fib in mpegts_push_data /zepoFFmpeg-asan/libavformat/mpegts.c:li71:19
#4 ©x55ebe2158b04 in handle_packet /repo/FFmpes-asan/libavformat/mpe
20f in handle_packets /Tepo/FFmpeg

#7 Dx55ebcle2ba?S in Ff_read_packet /repo/FFmpeg-asan/libavformat/demu
#8 OxE5eboledfdSc in estimate_timings_from_pts /repo/FFmpen-asan/libavformat/demux.c:1899:2
@bad in estimate_timings /Iepo/FFmpeg: n/1libavformat/demu; 2013:8
Sebcle3bbed in avformat_find_stream_info /repo/FFmpeg-asan/libavformat/demu.
in ifile_open /repo/FFmpeg-asan/fftocls/ffmpeg_demux.c:1995:15
5@ in open_files frepo/FFmpeg-asan/fftools/ffmpea_opt c:1457:18
3 0x55ebc@Taaee2 in ffmpeg_parse_options /repo/FFmpeg-asan/T opt.c:1586:11
5ebc180cadd in main [repo/FFmpeg-asan/fftoo: i
741dFea2 in __1libe start call main csu/../sysdeps/nptl/lib
741dfcd2a28a in __libc_start_main csu/../csuf1ibe T. 3
#17 0x55ebcedbd74 in _start (/repo/FFmpeg-asan/ffmpeg+d: d74) (BuildId: Telbd63424c71d6c2bedd3decSeed3bdb545861d)

AddressSanitizer can not provide additiocnal info.

SUMMARY: AddressSanitizer: SEGV string/../sysdeps/x86_64/multiarch/memset-vec-unaligned-erms.5
==87T970==ABORTING

start_call main.h:58:16

1170 in __memset.avx2_unaligned_eIms

- ASan result: SIGSEGV in __asan_memset from new_pes_packet at libavformat/mpegts.c:1042. Backtrace shows
new_pes_packet -> mpegts_push_data -> handle_packet -> mpegts_read_packet -> avformat_find_stream_info

Root cause: missing bounds check on header_size before adjusting pkt->data/pkt->size. A simple fix would be to

reject/mark corrupt when header_size > pkt->size (or header_size > pkt->size - AV_INPUT_BUFFER_PADDING_SIZE)
before pointer/size adjustment.

| will write a patch

Thanks,
- Ruikai Peng
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